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• RQ1: What are the existing challenges around access control and resource 
sharing practices within RCIs?

• RQ2: From an access control perspective, what unique requirements must be 
addressed to support effective and secure resource sharing in RCIs?

• RQ3: How can collaboration contexts be conceptualized, designed, and utilized 
to enable secure and flexible resource sharing authorization within RCIs?
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Requirements for Collaboration-Aware Resource Sharing
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Requirement Elicitation Design & Implementation Evaluation

Overview of Approach
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Overview of CLEARS

8 of 17

Project Collaboration

Users Objects Privileges

Collaboration 
Network

Privilege 
Expansion & 
Contraction



Projects and Collaboration
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Collaboration Network
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Bailey

Privilege Expansion and Contraction
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Overview of CLEARS: There’s more!
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Correctness Evaluation
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Correctness Evaluation
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Group-only Approach (G): 
✔  Maintains context, each group represents a project
✖  Too coarse-grained
✖  Either too permissive or too restrictive

User-centric Approach (U): 
✔  Allows for flexible resource sharing (User-to-User)
✖  Allows for ad hoc sharing, no context
✖  Lack of context makes revocation an issue

Role-based Approach (U): 
✔  Allows for flexible resource sharing and revocation
✖  Lack of context-awareness, context adds overhead
✖  Revocation is still manual



Performance Evaluation
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Future Work
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Incorporate Multi-institutional Perspectives
- Explore scenarios involving multi-institutional infrastructures
- Address diverse regulatory and collaborative requirements 

User Validation Study
- Incorporate feedback from potential stakeholders (e.g., researchers, admins)
- Explore integration with other access control models

Address Operational Concerns
- Investigate Race conditions, Atomicity of Share/Unshare operations, etc.
- Security of system-level mechanisms (e.g., JSON storage, setuid root helper, etc.)
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